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2-3-7: JUNIPER'S BUSINESS STRATEGY
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CLEAR MISSION AND FOCUSED STRATEGY

Connect everything; empower everyone

Silicon Systems Software

.
JUNOS

£
JUNOS  JUNOS

Through high-performance network and industry innovation
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Presenter
Presentation Notes
“Connect everything. Empower everyone.” This ideal is the commitment of the company and the mission that drives every Juniper colleague every day.

We are dedicated to uncovering new ideas and innovations that will serve the exponential demands of the networked world. To do this, we build solutions that center on simplification, automation and open innovation.

Ours is a new network — one that encourages boundless innovation, inviting the collective wisdom of many to propel the network and thus the world, forward.

T: The network is increasingly vital.


Juniper
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MEGA TREND — SERVER VIRTUALIZATION
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Presenter
Presentation Notes
As the number of physical servers has begun to flatten out, the number of virtual machines has grown exponentially. Virtualization provides capital expenditure benefits, but the cost of managing virtual networks has increased the operational expenses drastically.  With all of this server virtualization,  what is happening to security and networking in the data center?  Let’s take a high level look at that.


TREND? - THE NETWORK IS VIRTUAL !

'Virtual Router

'Virtual IF’s

'Virtual Chassis
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TRAFFIC FLOWS IN THE CLOUD

Global High-Performance Network Data Centers
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Presenter
Presentation Notes
All interaction modes are allowed:
	Client Device to Client Device
	Client Device to Computing Utility
	Computing Utility to Computing Utility



SOLUTIONS TO SECURE THE FLOWS

: Global High-Performance Network Data Centers
Securing flows

between servers

Securing flows
between VMs

Securing flows from
DCto DC

Securing flows from
Clients to DC

Applying User and
Application Identity
to DC Security Policy
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Presenter
Presentation Notes
All interaction modes are allowed:
	Client Device to Client Device
	Client Device to Computing Utility
	Computing Utility to Computing Utility



INCREASED VIRTUALIZATION REQUIRES
SIMPLIFICATION

2 Juniper two-tier 1 Juniper’s data
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Presenter
Presentation Notes
Juniper Networks has developed a comprehensive strategy designed to make this new fabric-based data center network design a reality. 

At the heart of this strategy is Juniper’s 3-2-1 Data Center Network Architecture, which eliminates layers of switching to flatten today’s three-tier tree network structure to two layers and, with the QFabric architecture, to just one.

QFabric is the “1” in 3-2-1.



VIRTUALIZED DATACENTER

INTERNET
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CLOUD-ENABLED SECURITY
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Presenter
Presentation Notes
Today we use Security Design which is an app on JUNOS Space, Juniper’s new network orchestration platform. The centralized provisioning of policy and reporting of threats is available on this platform.

We have a capability called Coordinated Threat Control.  This is where we take knowledge from the network, knowledge from the security policies and we bring them together to improve the security of the data center. By understanding the identity and location of the user and what application service they are approved to use, and which application services they are trying to access, we can improve the precision and granularity of setting policies, detecting problems and mitigating the security threats.  For example, you might have an end user with a laptop at home.  They are approved to use these two services.  But their kids were playing with the laptop at home and while they were on the Internet some malware got loaded onto the laptop. And when the laptop is reconnected with the corporate network, the malware is trying to invade an application service for which this person is not approved. We can immediately identify the threat and disconnect that user from the network without impacting any of the other users.  So it is more secure and less obtrusive.  Better experience and lower cost to implement it. Knowledge of identity, knowledge of the network location and knowledge of security are all coming together with JUNOS being uniquely suited to integrate these capabilities.
With the knowledge of the user and the application, we can then apply a rich suite of security services to any flow into or inside the data center.  And these services can be chained.  As the packet is being filtered, I open the packet once and I can apply any of these security services on this slide against the flow – depending on the policy.  Then I can reestablish the packet and send it on.  This reduces the overall infrastructure required to secure a packet.  It reduces the latency for this transaction, and it improves the user experience while lowering the cost.  We have a rich portfolio of services we can apply here, including AppSecure set of application aware security services such as the Denial of Service capability.  It is particularly effective at mitigating botnets whose aim is to disrupt application performance or access.


CLOUD-ENABLED SECURITY

Securing the Flows
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Presenter
Presentation Notes
Let us explore how this would play out in a typical enterprise environment. Customers will be building zones to partition traffic between applications, departments or groups of users and will be securing traffic between them.  Here we are showing the securing of traffic between the HR group and the finance zones. 
Many customers are beginning to use hypervisors to virtualize their server infrastructure.  We acquired Altor Networks in 2010 to help secure a virtualized server environment.  What happens when I have traffic going between two VMs that do not go out to the physical network?  Now we can have a software firewall, vGW that can reside in the ESX hypervisor from VMware or as a separate VM in Xen or Hyper-V or KVM.  Regardless of which hypervisor you use, this capability will allow you to set up a firewall to filter traffic between zones when that traffic is not exposed to the physical network.  Our long term goal is to be able to establish a policy once and have it apply to all SRXs in the network as well as to all vGW firewall instantiations in the servers.  The other flows you want to be able to secure are those between the clients and the data centers themselves.  
Whether you use SSL VPN or use computer internet capability for remote connectivity, we have two products/capabilities to make this more secure.
The first is Junos Pulse. Junos Pulse is a universal network access client that resides out where we have a fixed device, a mobile device, or a virtual device – single secure capability that initially can do SSL VPN termination, WAN acceleration termination and identity. 

We also announced exciting new capabilities where we team up with VMware and Citrix.  They are the leaders in virtualization capabilities so we work with them to provide a secure virtual desktop environment with single sign-on.  All of the security that you have with a secure stateful environment can now be achieved with a secure virtual desktop environment.  What you see here is a rich set of security capabilities designed specifically for the data center for those that are offering  cloud services or want to be able to a take advantage of the lessons of the cloud to have that greater experience at lower cost.


CLOUD-READY DATA CENTER SECURITY SOLUTION
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SDN IN THE ENTERPRISE DATA CENTER
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SDN USE CASES

Simplicity, Manageability, Flexibility, Automation

* Multi-tenancy — aka “Network slicing”
« Segmenting customers in the cloud
 Gateways
* Ability to connect virtual and physical networks seamlessly
« Application oriented network
* Design driven by Apps
» Traffic engineering and bandwidth calendaring in the WAN
« For optimized Data Center Interconnect (DCI)
e Service chaining — aka “Network Function virtualization”

* Flexibly deploying virtualized services (FW, UTM, Load balancers, SLB, ...)



SDN SERVICE CHAINING
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JUNIPER’'S SDN STRATEGY: 6-4-1

6 — General Principles

®
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6 PRINCIPLES OF SDN

Separate networking into four planes

= forwarding, control, services, and management

Separate
@ Centralize management, control, and services
Centralizec
@ Use the cloud for
Use the cloud = elastic scale and flexible deployment

= enabling usage-based pricing



6 PRINCIPLES OF SDN

Use common platforms for
= network, security applications and management integration

Common Platform

@ Use standard protocols for interoperability across vendors
Standard =  OpenFlow, VXLAN, PCE, NVGRE

Broadly apply SDN across the networking domains

Apply Broadly
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MANAGEMENT LAYER OF JUNIPER’S SDN STRATEGY



Presenter
Presentation Notes
Junos Space is a comprehensive Network Management Solution that simplifies and automates management of Juniper’s switching, routing, and security devices.  It is a critical component of Juniper’s SDN strategy as it provides a centralized management plane for a single point-of-contact into the network and a common management platform for managing and creating applications to meet your specific needs.  

Junos Space consists of 3 key elements to enable this management.

First, is the Junos Space Network Management Platform.  This provides deep element management and extensive FCAPS capabilities of Juniper devices.  

On top of this platform, we offer a variety of plug-n-play Junos Space Management Applications that provide an additional layer of abstraction and automation to optimize management of specific domains.  These applications include:
 Junos Space Service Activation Director, an application that offers point-n-click service provisioning and monitoring of Carrier-Ethernet and MPLS services
 Junos Space Security Director, an application that improves the reach, ease, and accuracy of security policy administration
Junos Space Network Director, this is a new application for Enterprise customers that simplifies network operations by unifying wired and wireless management, as well as data center and branch management
These are just 3 of the many apps we currently offer.  And we’ll continue to develop more of these Junos Space Management Applications in the future

Obviously, every network is unique, with specific needs.  If we don’t have an application that meets your needs, we offer a programmable interface into the network with the Junos Space SDK.  This enables you to create management applications to meet your specific needs.  The Space SDK also provides northbound APIs to integrated into existing OSS/BSS/3rd party manager-of manager-type deployments

With each of these components working cohesively, Junos Space offers a centralized network management and orchestration solution to help you more efficiently manage the New Network.


VIRTUAL SOFTWARE OVERLAY

Use tunnel encapsulation to abstract the underlay network to address all challenges
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Physical Network . Physical and
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BENEFITS

* OpenStack

* VMware vCloud Director
* Microsoft System Center
* JUNOS SPACE

NORTH-BOUND

* High Level of Abstraction
Quantum, ...

SOUTH-BOUND

* Low Level of Abstraction
Netconf, OpenFlow, PCEP,
BGP-TE, ALTO, ...

Ease of migration (no need for replacing physical underlay)

Modularity, flexibility of software-only approach

Lower cost/complexity — supported as a x86-based VM, simplifies device-level complexity of physical network

Ability to converge orchestration across physical and virtual network system components (Contrail/Space integration, config, etc.)




SERVICE DELIVERY CHALLENGES
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addresses these challenges using existing Telstra assets without
costly investments in network refresh and proprietary OSS systems
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CONTRAIL — CONNECTING TELSTRA
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SERVICE
GATEWAY ON / OFF

Project PIVOT demonstration takes the Juniper
Firefly firewall, and the Contrail SDN software and
overlays them into Telstra’s own infrastructure to
show a working SDN-enabled service chain to ANY
NextIP customer



LIVE SERVICE CHAINING DEMO
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VMWARE INTEGRATION

Automate the Physical and Virtual Network
with Network Director

Network Director, integrated with VMware vCenter
Web-based unified orchestration for physical &
virtual
Network policies are automatically applied
Automate sync between physical and virtual
networks

Virtual machine migration for workload mobility

Junos Space Network Director plug-in for VM vCenter
Provide visibility across virtual &physical networks
Simplifying management and automation
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VMWARE INTEGRATION

Connecting Physical and Virtual Networks — NSX
Integration

NSX L2 gateway support Juniper ToR switches

VMware NSX L2 gateway services on
MX Series
EX9200 and
QFX Series

enable connectivity between VMware virtual and physical network
environments

VXLAN routing on MX Series and EX9200 platforms to support
virtual networks between data centers or need to move applications
between NSX clusters within a data center



HOW TO PREPARE FOR SDN TODAY ?

Make sure

* to invest in flexible platforms

 that your systems support open standards

* to build flat any to any networks

* your networking devices have programmable ASIC chipsets

 the network OS supports programmability and multiple SDN protocols



JUNIPER SDN 2013

Platform

JunosV Contrail
JunosV App Engine in MX Router

Junos Space Management Platform

Management

Junos Security Director for Security Products
Junos Network Director for Datacenter and Campus Switches
Junos Virtual Director for Firefly and virtual gateway

Service Now - Online Service Monitoring and Product Support

Services

JunosV Firefly - Virtual Firewall
Junos DDOS Secure - Distributed Denial of Service Prevention
Junos WebApp Secure - Intrusion Deception (Mykonos)

Junos Spotlight Secure — Global Hackers’ Database

Systems

OpenFlow in MX Router, EX & QFX Switches
PCE (Path Computation Engine) in MX & PTX Routers
BGP, BGP-TE in all Routing platforms




LET’S
BUILD

THE BEST

JUAIREr



	Slide Number 1
	2-3-7: juniper’s business strategy
	CLEAR MISSION AND FOCUSED STRATEGY
	Juniper’s VIRTUAL Data center
	MEGA trend – server virtualization
	TREND? - The network is virtual !
	TRAFFIC FLOWS IN THE CLOUD
	SOLUTIONS TO SECURE THE FLOWS
	INCREASED VIRTUALIZATION requires SIMPLIFICATION
	Virtualized datacenter
	Cloud-Enabled Security
	Cloud-Enabled Security�Securing the Flows
	Slide Number 13
	BEYOND THE CLOUD��SDN – SOFTWARE DEFINED NETWORKS
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Vmware integration
	Vmware integration
	Slide Number 29
	Slide Number 30
	Slide Number 31

